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Machine learning models hold great promise with medical
applications, but also give rise to a series of ethical chal-
lenges. In this survey we focus on training data, model inter-
pretability, and bias and the related issues tied to privacy,
autonomy, and health equity.

Introduction

Machine learning is the technique behind much con-
temporary work in artificial intelligence. In machine
learning, models trained on a particular dataset are then
deployed, for example, to make a prediction or to identify
a particular feature in a new data sample. In health care, a
few examples of how machine learning can be used include
in diagnosis of a specific disease, risk prediction for vari-
ous health conditions, determining likely effectiveness of
different medical interventions, and detecting cancer in a
radiological image [1, 2]. Machine learning thus holds great
promise for progress in medicine, but with this promise
come notable ethical challenges.

For machine learning to generate useful information in a
health care setting, models must be trained on large amounts
of medical data. Access to medical data, certain features of
machine learning, and existing limitations of available data
each create ethical challenges for its use in medicine, which
we will outline here in terms of their implications for privacy,
autonomy, and health equity.

Privacy and Big Data

Machine learning is very powerful when models are
trained on enough data. Well-trained models have the
potential to surpass predictions and identifications made
by human experts, promising significant advances in patient
outcomes when used in a health care setting. Where data
are publicly available, for example with information about
stock market performance, anyone can attempt to build a
model that can then be deployed in making future predic-
tions, allowing for innovation and providing training data
for the development of future highly useful models. In con-
trast, the use of medical data is significantly constrained
within certain legal and oversight parameters, such as the
Health Insurance Portability and Accountability Act of 1996
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(HIPAA). This creates barriers to innovation and limits
training data. With the help of electronic medical records,
hospitals, insurance companies, and government providers
have sufficient data to train valuable models to use inter-
nally. But the wider release of such models is problematic,
since sometimes training data can be recovered from the
model using adversarial attacks, thus risking privacy viola-
tions [3]. So-called de-identified medical information is a
growing commodity for those who wish to train machine
learning models, and certain types of de-identified data are
publicly available through government resources such as
the Department of Veterans Affairs (DVA), and the Centers
for Medicare and Medicaid Services (CMS) [4-6]. However,
these resources face problems including concerns that data
cannot be fully de-identified and worries about sources of
bias and error that are nontransparent and embedded in the
data [4, 7].

Medical data is especially protected, for good reasons.
The promise of confidentiality within the health care set-
ting allows patients to fully disclose sensitive information to
their provider, shoring up trust and improving patient out-
comes [8]. At the same time, the lack of medical datasets
for the training of machine learning models by researchers
or innovative startup companies also comes at a real cost to
patients in terms of less powerful medical predictions and
discernments. Confidentiality is a core principle of medical
ethics, appearing from the time of Hippocrates [9], but faces
challenges in modern medical practice given the necessity of
many different entities accessing and sharing patient data
[10]. The conundrum raised by machine learning—of how to
build models that benefit patients without endangering their
privacy—raises these questions in a new and more press-
ing way, inviting a potential reevaluation of our current stan-
dards for data sharing.
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Pencina SIDEBAR

Autonomy and Interpretability

One well-known feature of machine learning models is
that their accurate predictions do not come with reasons for
these predictions. For example, a model can accurately pre-
dict whether a patient will get heart disease, but not reveal
why or what features of the patient are responsible for this
outcome. These models are often described as “black boxes"

that take patient data as input and spit out probabilities for
specified outcomes. This description notwithstanding, such
models can be fully transparent to those who have access to
them while still not yielding insights into why particular pre-
dictions are made, often because of the model's complexity.
Making the “black box” transparent does little to alleviate
the "why" problem.

This problem is referred to as the lack of interpretability
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Pencina SIDEBAR continued

of a model and is especially significant when it comes to bas-
ing medical decisions on model predictions. A model can be
highly accurate without being interpretable. This can occur
for predictions about disease as well as other predictions
and identifications, such as what is likely the most success-
ful course of treatment, or whether a scan indicates a cancer.
Thus, a physician may be able to accurately indicate which
course of treatment is best for a particular patient but be
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unable to give that patient any explanation of why that is
the case. Or a patient may face a difficult prognosis without
understanding what they can do to turn the tide. The lack
of interpretability of a model is thus in tension with patient
autonomy in two different ways. First, insofar as autonomy
is a capacity for self-determination, a lack of interpretability
in predictive medicine may leave patients adrift without the
tools they need to deliberatively structure their own future.
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Second, insofar as autonomous decision-making in medicine
requires understanding [11], a lack of interpretability leaves
patients and their providers selecting between treatment
options without understanding why they might work.?

What are the possible solutions to the tensions identified
between autonomy and the lack of interpretability of machine
learning models? It may help to first clarify that the identi-
fied problems for autonomy aren’t prohibitive of autonomous
decision-making. Just as a patient can autonomously decide
to put all their trust in their doctor when it comes to deter-
mining which course of treatment is best for them [11], they
can similarly autonomously choose to prioritize the likelihood
of accuracy of a predictive model regardless of interpret-
ability. Yet others will demand a reason for why they should

consent to a particular treatment beyond the mere prediction
of its success. Exercise of their autonomy may require that
they can assess what is best for themselves by considering
proposed alternatives and their personal values. Indeed, the
basic tenets of informed consent typically include not merely
a recommendation of a particular course of treatment, but
also an explanation as to its risks and benefits, information
about relevant alternatives (including the risks and benefits
of each), and the patient’s adequate understanding of each of
these factors [13]. Not being able to provide an explanation
of why a particular treatment has been recommended, other
than its predicted success, seems to undercut the sense in
which adequate patient understanding is even relevant to
informed consent.

@ Here we are focused on problems for autonomy stemming from a lack of interpretability of some models, however it is important
to point out that Al in health care generally can also enhance patient autonomy. For example, through the development of virtual
assistants which can make patients more able to manage their conditions given overwhelming amounts of medical information [12].
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There are several possible solutions to this problem. One
is to avoid the use of non-interpretable models altogether,
and only use interpretable models instead [14]. But restrict-
ing oneself outright to only interpretable models potentially
loses some of the benefits and power of machine learning
models, since interpretable models are generally simpler
and only form a subclass of all models. Another option is to
use a non-interpretable model in decision-making, and then
conduct a post-hoc “explanation” for why the model made a
particular prediction. This can be attempted by manipulat-
ing patient data to see how this impacts the model's output
and thereby trying to gain insight into what factors are rel-
evant to the model’s prediction or identification [15].

Whether these approaches provide a reason for a rec-
ommendation or prognosis is a matter of ongoing debate,
however they may be sufficiently helpful to support patient
autonomy when it comes to pragmatic questions of self-
determination. For example, a patient who is told not only of
a significant likelihood of heart disease, but also that tweak-
ing their cholesterol levels significantly changes that predic-
tion, may be less adrift in terms of their capacity to make
relevant choices in keeping with their values.

Health Equity and Bias

Another crucial ethical concern for machine learning
in health care is bias that may perpetuate social injustice
through the recommendations of these models. Bias in
machine learning is a complex topic, with some aspects
of the problem having more obvious solutions than oth-
ers. Among the in-principle solvable problems is that of
inadequate representation of specific socially identifiable
groups in model training data. For example, a model trained
on heart attack data from male patients only that is then
deployed to predict heart attacks for patients of all sexes
might perform unacceptably badly for non-male patients,
since there are relevant differences between sexes in what
predicts a heart attack. This problem is solvable by includ-
ing sufficiently diverse training data, and then evaluating
the accuracy of the model on a variety of subpopulations.
While easily solvable in principle, however, this problem is
deeper than it appears from a practical point of view. It is
likely that members of underserved groups will not be prop-
erly represented in the training data and including them will
require targeted efforts that may be underfunded or oth-
erwise difficult to achieve [16]. Such efforts are crucial to
combatting the potential for machine learning models to
further entrench health disparities, since underserved pop-
ulations otherwise face the risk of being further disadvan-
taged by having “precision” medical information generated
by a model that is not accurate for them [17]. Avoiding such
bias is a crucial responsibility of those building models that
generate important medical information. However, health
care providers using machine learning to make medical sug-
gestions to patients also must be aware of these limitations
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if they are to fulfill their obligations responsibly.

Other problems with bias in machine learning are deeper
than the mere lack of adequate inclusion in the relevant
training data and likewise present serious health equity
obstacles to the deployment of these models in health care.
Machine learning models only make predictions based on
what has happened in the past, as reflected in the training
data. As addressed in the prior section, the model does not
consider why something has or hasn't happened. However,
understanding the reasons why, for example, an intervention
has or hasn't worked in the past can be a crucial component
of addressing problems in health equity. To illustrate, con-
sider individuals who are living with poverty. A model might
accurately predict that a particular treatment is not suc-
cessful for patients in a particular income range, and thus
recommend against deploying it for a particular patient liv-
ing with poverty. However, the reason the treatment wasn't
successful in the past might simply be that poor patients
with this disease were less able to stick to the treatment
because their economic situation did not allow them to fol-
low the prescribed drug regimen [18]. The model will indi-
cate a treatment isn't effective for the individual, but in fact
it would be effective if adequate provisions could be made
to provide it for the patient. The recommendation should be
for ensuring adequate medical support, not for avoiding this
line of care. Relying on the machine learning models in such
a case would deny effective treatment for members of an
already disadvantaged group.

Relying on machine learning models in decision-making
perpetuates the status quo, since they are trained on data
of the past and use this past data to project results into
the future. The model does not evaluate why things were
as they were in the past, or whether particular aspects of
the past are positive or negative. Thus, the deployment of
machine learning models in making decisions for the future
will reflect, for better or for worse, how the values of the
past impacted individual lives and outcomes. This problem
has no obvious solution, but it is a crucial topic to address in
moving machine learning in health care forward.

Conclusion

Machine learning models hold great promise for
advances in medicine due to their power of finding patterns
in vast amounts of data that are not possible for human
beings to analyze unaided. At the same time, they also hold
dangers that need to be properly addressed to avoid damage
to patients going forward, including the potential for violat-
ing privacy, undermining autonomy, and further deepening
health disparities. NCV
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