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The Integrated Cancer Information and Surveillance System
(ICISS) facilitates population-based cancer research by
developing extensive information technology systems that
can link and manage large data sets. Taking an interdisciplin-
ary “team science" approach, ICISS has developed data, sys-
tems, and methods that allow researchers to better leverage
the power of big data to improve population health.

Advances in information technology and data comput-
ing have revolutionized population-based research by
providing access to large quantities of secondary data; these
linked databases are sometimes referred to as “big data”
[1]. Using these data for public health research or clinical
research requires that researchers broaden their horizons
beyond the traditional surveillance model, as working with
big data is very different than analyzing narrowly focused,
treatment-oriented clinical trial data. Big data must be care-
fully and effectively leveraged if it is to accurately reflect the
heterogeneous populations it represents. This effort requires
an agile research environment that quickly adopts advances
in computing technology to continually integrate data while
applying novel methods to untangle their complexity.

North Carolina’s Integrated Cancer Information and
Surveillance System (ICISS) is a novel research data system
enabled by unprecedented support from the North Carolina
General Assembly through the University Cancer Research
Fund [2]. ICISS employs an interdisciplinary “team science”
approach that requires the close collaboration of research-
ers from many fields, including clinical and population sci-
ences, as well as unparalleled partnerships with computer
science and health informatics professionals [3]. Integrating
and operationalizing these data requires significant invest-
ments in a secure, high-level, data-computing and research
infrastructure that is nimble enough to address longitudi-
nal data needs and can adapt rapidly to evolving research
methods.

The mission of ICISS is to improve cancer outcomes in
North Carolina by assembling, linking, and harmonizing
big data to facilitate high-impact, cancer-focused research
spanning the cancer continuum [4]. This goal is accom-
plished through integrated activities relating to data sets,
systems, and methods (see Figure 1).
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First, ICISS develops and maintains an innovative, com-
prehensive, and prospectively linked library of large popu-
lation-based data sets that include measures across the
cancer care continuum, from screening to postdiagnosis
outcomes. Second, ICISS includes a secure virtual computing
platform and a software development team, which together
deliver innovative research tools and meet technical needs.
Integrated into daily work flows, these tools enable naviga-
tion of clinical coding catalogs, cohort discovery, project
tracking, and knowledge retention. Third, ICISS facilitates
cutting-edge cancer outcomes research by cultivating an
interdisciplinary team environment and by applying novel
data management and analytic methods for studying large
sets of nonexperimental data. Many aspects of the ICISS
system, including its unique coding search, tracking tools,
and methods expertise, are publicly accessible to North
Carolina cancer researchers at http://iciss.unc.edu.

ICISS Governance and Data Security

A tightly managed set of governance policies and proce-
dures helps to ensure that use of ICISS resources aligns with
the research missions of ICISS and of the University Cancer
Research Fund, and that use of these resources is in com-
pliance with numerous security safeguards and regulatory
requirements. The governance processis overseen by a multi-
disciplinary steering committee of researchers who repre-
sent several schools within the University of North Carolina
(UNC) and various data partners, including the North
Carolina Central Cancer Registry (NCCCR). This oversight
spans all steps of the research process, from an initial letter
proposing a research study using the ICISS data, to security
training and oversight of projects, to prepublication review
of research products. The UNC Institutional Review Board
(IRB) oversees protocols for maintaining and linking ICISS
data as a resource, as well as for each research study that
uses ICISS data. In addition, a global security management
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FIGURE 1.

Core Elements of the Integrated Cancer Information and Surveillance System (ICISS)
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plan preserves the confidentiality, integrity, and availability
of personally identifiable information and protected health
information, including limited data sets. This security plan
ensures regulatory compliance with the Health Insurance
Portability and Accountability Act of 1996 (HIPAA), the
Federal Information Security Management Act of 2002, and
North Carolina’s state law regarding data security breaches

[5].
ICISS Data

The integrated ICISS research data have given North
Carolina a unique ability to perform sophisticated analy-
ses in multiple, diverse research areas including compara-
tive effectiveness, health disparities, quality improvement,
patient-centered outcomes research, public health services
and systems research, implementation science, epidemio-
logic and biostatistical methods, health information tech-
nology, health economics, and organizational studies. The
data incorporate numerous measures on multiple levels and
characterize a wide range of influential factors, including
personal characteristics and behaviors, health care orga-
nizational factors, and broader environmental influences
(see Figure 2). These measures span the cancer continuum
from risk and genetic predisposition through diagnosis,
treatment, intermediate outcomes, and end-of-life care.

Person-level data. Person-level data are drawn from
numerous sources, including the NCCCR, Medicare,
Medicaid, and private health insurance plans. When linked,
these combined data can richly characterize all North
Carolinians with cancer, as well as those without cancer, for
the years 2003 through 2010. NCCCR data provide detailed
information about the cancer diagnosis such as tumor size,
aggressiveness, and extent of disease; basic demographic
information; the date of diagnosis; vital status; and the date
of death. Administrative and insurance claims data charac-
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terize the health characteristics and health care utilization
of cancer and noncancer patients, which is important for
several reasons, including understanding of cancer preven-
tion and early detection.

Cases are linked to multipayer claims data sets through
deterministic and probabilistic linkage methods [6].
Together these data sets cover approximately 5.5 million
unique individuals—about 55% of the state’s overall popula-
tion and about 70% of the cancer patients in North Carolina.
Claims files provide information on diagnoses, procedures,
and dates of service, and they allow researchers to observe
patients before and during diagnosis, through treatment,
and during continued follow-up. Treatment morbidity (eg,
toxicities) and comorbidities can be observed for as long as
the patient maintains insurance coverage and receives bill-
able health services. Mortality and date of death are cap-
tured within the NCCCR data and can often be verified using
the claims enrollment files. The data are updated regularly
as more information becomes available from relevant data
partners.

Provider-level data. Extensive research has demonstrated
the influence of health care provider characteristics on can-
cer diagnosis, treatment, and outcomes. ICISS data include
information from the North Carolina Health Professions Data
System (managed by UNC's Cecil G. Sheps Center for Health
Services Research) [7], the American Medical Association,
and the American Hospital Association, and this information
can be linked to claims data. ICISS also has geocoded data
from the North Carolina Health Professions Data System
(2000-2010), which allows researchers to examine the
impact of distance to care and other access issues [8-10].
[Editor's note: For an example of how ICISS data were used
to study the impact of access to care, see the original article
by Wheeler and colleagues on pages 239-246]. In addition,
these data can be used for geospatial analyses of environmen-
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tal and other factors. All provider data are managed centrally
within ICISS and are thoroughly deidentified after linkage, so
identifying data are not released to research teams.

Area-level data. Area-level data sets can be linked at
multiple geographic levels to characterize environmental,
socioeconomic, and political contexts [11, 12]. These data
sets include Area Health Resources Files from the Health
Resources and Services Administration [13], the Robert
Wood Johnson Foundation's County Health Rankings [14],
the National Profile of Local Health Departments compiled by
the National Association of County and City Health Officials
[15], the Behavioral Risk Factor Surveillance System of the
Centers for Disease Control and Prevention, and US Census
tract data from the American Community Survey. Together
these data include thousands of variables that contextualize
North Carolina counties and local health departments.

Reference data. The usability of observational data is con-
tingent on the successful interpretation and use of coded
data. For example, linking and using ICISS data require
knowledge of US Census data; name(s) data; codes for
medical diagnoses, procedures, and drugs; and crosswalks
between codes, including city, ZIP, census, and county codes.
ICISS has developed a unique Web-based reference search
system that allows for high-validity, efficient code identifica-
tion, definition, and crosswalk.

The ICISS clinical coding tool systematically normalizes
and links various nomenclatures through multiple cross-

walks; these nomenclatures include the 9th and 10th revi-
sions of the International Classification of Diseases (ICD-9
and ICD-10); the International Classification of Diseases for
Oncology (ICD-0); Current Procedural Terminology (CPT);
Healthcare Common Procedure Coding System (HCPCS);
Systematized Nomenclature of Medicine-Clinical Terms
(SNOMED CT); National Drug Codes (NDC); Anatomical
Therapeutic Chemical (ATC) Classification System; and
Logical Observation Identifiers Names and Codes (LOINC).
The clinical coding tool helps researchers navigate cata-
logs by enabling advanced searching mechanisms through
synonym matching. Users can group codes into meaningful
concepts related to diagnoses, treatments, and outcomes
specific to each study, and this information is retained upon
completion of a study and made available through the Web-
based system to inform future research.

ICISS Systems

Systems infrastructure—the second core element of
ICISS—is aligned to support the entire research project life
cycle while ensuring the security and privacy of ICISS data.

Aggregated data environment. An online platform for
querying deidentified, aggregated data is designed to help
investigators perform preliminary data review through tai-
lored views of ICISS data. Variables such as cancer site, age,
sex, and ethnicity can be overlaid with census data, health
indicators, and socioeconomic variables to assess basic

FIGURE 2.

Integrated Cancer Information and Surveillance System Data
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measures and study feasibility. The easy-to-navigate Web
interface allows users to save reports, maps, or tables and to
share them with other users.

Secure data analysis platform. ICISS operates a secure
data analysis platformin collaboration with UNC Information
Technology Services. This infrastructure enhances acces-
sibility through remote virtual desktops, gets new users up
and running quickly, delivers extremely fast data transfer,
and centralizes licenses and installations of tools (eg, SAS,
R, ArcGlIS). Users connect to ICISS through 2-factor authen-
tication. Secure data access is managed centrally at ICISS,
and levels of access are individualized for each user based
on the user's role, his or her Data Use Agreement, and IRB
governance requirements.

Research tracking system. The central research tracking
system promotes consistent study governance and allows
project managers to oversee research operations and activi-
ties. It provides electronic capture and review of proposals,
letters of intent, IRB applications, and grant proposals. It can
also track the progress and deliverables of ongoing projects,
including abstracts and publications, and it can assign tasks
across a matrix team. The system is customized to triage
and streamline requests for data access.

ICISS Research and Methods

An interdisciplinary “team science” approach is required
for resources such as ICISS to operate efficiently and effec-
tively [14, 16-18]. The ICISS team includes computer sci-
entists, clinicians, biostatisticians, epidemiologists, health
services researchers, demographers, and geographers
trained at the MD, PhD, and master's degree levels. The
team is fully integrated, and individuals work together to
share diverse ideas and to develop and optimize novel inter-
disciplinary solutions for managing, leveraging, and lifting
complex data sets into analytic files for research studies.

Research scope. The ICISS data and the ICISS team enable
a diverse portfolio of research. ICISS is currently being used
for studies of comparative effectiveness (eg, the article by
Goyal and colleagues on pages 231-238), treatment dispari-
ties [10, 19], access to care [8], and investments within the
public health system (eg, a 2011 study by Mays and Smith
[20], which linked increases in public health spending to
declines in preventable deaths). The availability of longitu-
dinal data allows researchers to examine the effect of health
policies such as Medicare Part D or the Patient Protection
and Affordable Care Act of 2010, as well as temporal trends
such as the 2008 economic recession [21]. Disease inci-
dence, risk of late effects of treatment, and rare diseases
can also be studied by applying novel geospatial statisti-
cal methods (eg, a 2011 study by Kuo and colleagues [22],
which reported geographic disparities in late-stage breast
cancer diagnosis).

Population-based and advanced methods. ICISS is uniquely
positioned to support the development of new, advanced
analytic methods that will extend the reach of its research
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potential. For example, ICISS can be used to study the dif-
ferent types of bias that exist in observational studies [23].
Multipayer data allow researchers to examine the selec-
tion and confounding biases found in single-payer data (eg,
Medicare) or clinical trials, as well as patient heterogeneity
and differential patient outcomes [24-27]. ICISS data also
enable exploration of instrumental variables for control of
unmeasured confounding [28-31], causal modeling [32, 33],
systems modeling (ie, agent-based models), or applica-
tion of social network analysis (ie, care coordination [34]).
Finally, ICISS is facilitating work in advanced data mining
and data visualization by collaborating with computer scien-
tists, informaticians, and biostatisticians.

Data integration. ICISS continues to develop novel meth-
ods of enhancing data, including 3-way and 4-way integra-
tion of epidemiologic cohort studies and other registries.
This allows a more comprehensive characterization of the
measures that are important to the study of cancer care
and outcomes, and it substantially expands the research
beyond what would be possible with any of the data sets
alone. For example, the integrated data allow examination of
critical individual-level measures of behavioral risk factors,
laboratory results, patient-reported outcomes, and genetic
markers—none of which are currently available in registry
or claims data [35]. This is opening the door to more per-
sonalized medicine and patient-centered research, as well
as the development of new methods for creating, managing,
and using big data.

Conclusion

Effectively using big data for population research requires
more than just access to terabytes or petabytes of data. Both
technical and human resources are required to operational-
ize integrated research systems and environments for this
type of data resource. Developing such resources requires
transdisciplinary collaborations of well-trained profession-
als who are able to develop novel hypotheses, bridge tech-
nical and disciplinary gaps, and communicate effectively to
achieve cohesive solutions. Agile and secure computing sys-
tems are needed to support the data and to meet the specific
requirements of data partners and researchers. Although
grant funding can offset some of the costs of personnel, a
preliminary investment is essential for data acquisition and
development of technical infrastructure and systems. With
current data systems in place, a governance structure has
been implemented to expand access to ICISS to investiga-
tors across the state. Developed through the support of the
North Carolina General Assembly and the University Cancer
Research Fund, ICISS represents a successful integrated
research platform that leverages large, linked, multipayer
data sets to improve population health. NCM
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